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ABSTRACT 
 

In the network research area, it is very costly to deploy a complete test bed containing multiple 

networked computers, routers and data links to validate and verify a certain network protocol or a 

specific network algorithm. The network simulators in these circumstances save a lot of money 

required to prepare the real time scenario and time to accomplish this task. Network simulators are 

also useful to allow the network designers to test new networking protocols or to change the existing 

protocols in a controlled and reproducible manner. The simulator helps the network developer to 

check whether the network is able to work in the real time. Network simulators provide a cost 

effective method for Network design validation for enterprises, data centers, sensor networks and 

Network protocol R & D etc. In this paper, we introduce the main features of different simulators and 

consider their advantages and disadvantages. 

 

Keywords: NS2, NS3, OPNET, OMNeT++, QualNet. 
 

I.  INTRODUCTION 
 

Simulation is the imitation of the operation of a real-world process or system over time. Simulating first 

requires that a model be developed; this model represents the key characteristics or behaviors of the 

selected physical or abstract system or process. The model represents the system itself, whereas the 

simulation represents the operation of the system over time that can be physical or interactive 

simulation. Simulation performed on a computer is known as computer simulation (or "sim") is an 

attempt to model a real-life or hypothetical situation on a computer so that it can be studied to see how 

the system. Network simulation is a technique where a program models the behavior of a network either 

by calculating the interaction between the different network entities (hosts/packets, etc.) using 

mathematical formulas, or actually capturing and playing back observations from a production network 

works. A network simulator is software that predicts the behavior of a computer network. In simulators, 

the computer network is typically modeled with devices, links, applications etc. and the performance is 

analyzed. There are both free/open-source and proprietary network simulators available in the market 

and can be grouped as Network Simulators and Numerical Computational Packages. Network 

simulators provide a cost effective method for following applications: 
 

a. Network design validation for enterprises / data centers /sensor networks etc 

b. Impact assessment for modification / additions to existing network 

c. Network protocol R & D 

d. Defense applications  

e. Network-centric warfare 

http://www.iaster.com/
https://en.wikipedia.org/wiki/Router_(computing)
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Network-centric_warfare
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Simulators like NS2, NS3, OPNET, OMNeT++, QualNet, REAL,J-Sim can be broadly categorized as 

open source and commercial as shown in Table 1 and further classified on the basis of GUI, user 

support, mobility and learning time. The rest of the paper is organized in 4 sections. Section II 

presents study of various network simulators. Section III presents comparative analysis of various 

network simulators being reviewed in this paper. Section IV points findings of review papers. Section 

V summarizes the paper in conclusion section. 
 

Table 1: Network Simulators 

 Network Simulator 

S.No. Type Name 

1 Open/Free Souce NS2, NS3,OMNET++,REAL,J-Sim 

2 Commercial/propriety OPNET,QualNet,NetSim 
 

II. STUDY OF VARIOUS NETWORK SIMULATORS  
 

1. NS2 - By it is the most popular open source discrete event simulators targeted at networking 

research work. For the graphical view of the network in NS2 Network animator is used.  

2. NS3 - it is primarily used for research and educational purpose and is also an open source 

discrete event network simulator. By using sockets it supports both simulation and emulation. It has 

well organized source code and gives a realistic environment 

3. OMNET++ - By it is a powerful component-based, open architecture and has a modular 

framework of discrete event simulator for building network simulators.  

4. OPNET - By it is slightly different from other network simulator. It is immense and effective 

simulation tool to simulate heterogeneous networks with varied protocols with extensive possibilities. 

Its environment supports the distributed systems and modeling of communication networks.  

5. QualNet - By it is highly authentic network simulator for enormous, distributed applications 

and heterogeneous networks that execute on wired, wireless and combined platform of network and 

networking device performance. QualNet follows a procedural paradigm and uses C/C++ 

programming language while implementing new protocol. It can run on distributed machines, as it 

uses the parallel simulation situation for fundamental operations in complicated systems. 

6. REAL - By it is network simulator which provides users with a way of specifying packet-

switched data networks. It is for analyzing congestion control schemes and potent behavior of flow in 

packet-switched data networks. Programming language C is used in this simulator.  

7. J-Sim – By it is component based software architecture which supports an application 

development environment. It is for forming measurable numeric models as well evaluating them with 

regards to experiment evidences of data. It is java based simulation system and also support web 

based simulation. Java and Tcl are programming languages.  

8. NetSim - it simulates Cisco networking hardware and software Systems. It is designed to help 

the user to learn Cisco IOS command structure. NetSim will support computer based amalgamated 

work. As compare with other network simulator NetSim provides more adaptability and support. It is 

deliberated for use within the various divergent defense systems 
 

III. COMPATRATIVE ANALYSIS OF NETWORK SIMULATORS  
 

A.  NS2 
 

By [2] and [16] it is extensively used in academic research with its packages supplied by different non 

benefited groups. It is basically established on REAL network simulator. It gives support for simulation 

of routing, simulation of multicast protocols and simulation TCP over wired and wireless networks. 
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The programming language it uses is C++ and OTcl. OTcl is a Tcl script language as well Object 

oriented extensions. C++ language is well organized for design implementation but for graphically 

and visually it is not very efficient. So the amalgamation of these two C++ and OTcl languages is 

very efficient. C++ is utilized for implement detailed protocol and OTcl is for users to restraint the 

simulation scheme as well plan the events. OTcl is slow-going but it can be swapped very rapidly 

that’s why it is ideal for simulation configuration. NS gives glue to create objects and variables 

appears on these both languages. Its architecture is shown in fig. 1. 

 
Figure 1: Architecture of NS2 

 

NS2 is accessible on platforms of Windows, Free BSD and UNIX. Small scale networks are 

simulated on bases of NS2. The benefits of NS2 are its low cost, easy testing of complicated 

structures, quick procurement of results. The utmost drawback is that real time system is a complex to 

model and has issues of measurability. The features of NS2 are: 
 

● An object-oriented  
 

● Event scheduler  
 

In NS2, by invoking suitable network components the event scheduler retains the record of simulation 

time as well sets all the events in event concatenation. Before taking further action on packet all the 

network component utilize the event scheduler by providing an incident for the packet and waiting for 

the incident to be free. 
 

B.  NS3 
 

By [2] and [17] NS3 is designed to substitute the well liked NS2 in present-day, yet NS3 is not a 

revised version of NS2. NS3 has not backward compatibility with NS2 but it is a new simulator 

accessible for research and development and is licensed under the GNU GPLv2. The fundamental of 

NS3 is written in C++ with Python scripting interface. 

Also various progressive C++ design patterns are used. 

The start of simulation and simulation topology are 

defined by the libraries which are built by NS3 can be 

statically or dynamically linked with C++. C++ is used for 

implementation of simulation and C++ is wrapped by 

Python. NS3 supports Linux x86 and x86_64, FreeBSD 

x86 and x86_64, Mac OS X Intel platforms and also 

lightly supports Visual Studio 2012 and Windows Cygwin 

1.7 platforms. NS3 architecture is shown in fig. 2. 

             Figure 2: Architecture of NS3 
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The features of NS3 are: 
 

● Modular and documented core.  
 

● Attribute system and has update models.  
 

● Support inclusion of more open-source networking software.  
 

● It uses lightweight virtual machines.  
 

● It minimizes the requirement of rewriting models for simulation.  
 

● It designs protocol entities which are to be closer to real computers.  
 

● Without reconstructing the simulation core it tries to enable customization of the output by 
evolving a tracing and statistics gathering structure.  

 

● It has Virtualization, test bed integration and Software integration.  
 

B. OMNeT++ 
 

By [19] OMNeT++ is also a public-source, discrete event, component-based, network simulator with 

GUI support same as NS2 and NS3. The roots of simulation can be installed amongst all categories of 

various users' applications due to its modular architecture. Generally it is used for simulation but also 

it is used for queuing network simulations as well in other areas. Its Architecture is shown in fig. 3  

 
Figure 3: Architecture of OMNet++ Network Simulator 

 

It uses C++ programming language for its modules. It supports Linux, Mac-OS and UNIX platforms. 

The features of OMNET++ are: 
 

● It depicts a structural approach.  
 

● Simulation models are evolved completely independently and they follow their own release 

cycles.  
 

● The modules can be merged in different ways and are reusable.  
 

● For writing different simulations it gives an infrastructure.  
 

● Tools are there to facilitate and manage simulations.  
 

● For simulations there are runtime user interfaces.  
 

● To create simulation components simulation kernel and utility classes are used.  
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C. OPNET 
 

By [2] and [15] it is studied that by performing discrete event simulations behavior and as well the 

execution of designed systems can be evaluated. It uses C programming language but recently 

released version support C++. For users benefit user friendly charts, graphs, statistics and animation 

can be created by OPNET. It supports C, C++, OPNET modeler software platforms. OPNET has 

three main inbuilt functions. 
 

Features of OPNET are: 
 

● It is Object-oriented modeling.  

● It has hierarchical modeling environment.  

● It is fast discrete event simulation engine.  

● It has component library with source code.  

● It has graphical user interface.  

● It supports wireless simulation.  

● It has 32-bit and 64-bit parallel simulation kernel.  

● It supports grid computing.  
 

It has open interface for integrating external component libraries. 
 

D. QualNet 
 

It is a commercial network simulator from Scalable Network Technologies, Inc in 2000-2001. 

QualNet is designed to simulate large-scale wired and wireless networks with thousands of mobile 

nodes, each of which may different communication capabilities via multihop ground, aircraft and 

satellite media It is ultra high-fidelity network simulation software that predicts wireless, wired and 

mixed-platform network and networking device performance. A simulator for large, heterogeneous 

networks and the distributed applications that execute on such networks. 
 

Qualnet uses C/C++ and follows a procedural paradigm. Uses the parallel simulation environment for 

complex systems (PARSEC) for basic operations. Comparative analysis of different network 

simulators is depicted in table 2. 
 

Table 2: Comparison of Different Network Simulators 

Name of 

Simulator  
Language 

used 
Platform  Cost & 

licenses  
Network Support Type  User 

interface  
API  

NS2  C++,  
Otcl  

Windows,  
Linux  

Free, Open 
Source  

Wired Network, Wireless 
Ad-Hoc mode, Wireless 
Managed mode, Wired cum 
Wireless, Cannot simulate 
problems of the bandwidth 
or the power consumption 
in Wireless Sensor Network  

Command 
Line 
Interface  

Pure Event 
Base  

NS3  C++,  
Python  

Windows,  
Linux,  
Mac OS  

Free, GNU 
General 
Public 
License  

Wired Network, Wireless 
Network, Wireless Sensor 
Network.  

Command 
Line 
Interface  

low-level, 
users can mix 
and match 
between the 
simpler API  

OMNeT+
+  

C++  Windows, 
Unix-Based, 
Mac OS X 
10.6 and 
10.7  

Free, Non-
commercial 
license, 
Commercial 
license  

Wired Network, Wireless 
Managed mode. 

Graphical 
User 
Interface  

Event Base  
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JSIM  Java,  
Tcl  

Truly 
platform 
independent  

Free, Open 
Source  

Wired Network, Wireless 
Network, Wireless Sensor 
Network, radio channels 
and power consumptions.  

GUI, 
Command 
line interface 
on Linux  

Completely 
Process 
Driven 
including 
Thread 
Synchronizati
on  

OPNET C,C++ Windows, 
Linux 

Commercial Scalable wireless 
simulation, protocols, grid 
computing support. 

Graphical 
User 
Interface 

Discrete event 
system, 
hybrid and 
analytical 
simulation 

 

IV.  COMPARATIVE ANALYSIS  OF NETWORK SIMULATORS 
 

In research paper [8] they surveyed for new progress in the field of network simulation and they did a 

performance comparison study by executing similar simulation setup in five simulators, namely NS2, 

NS3, OMNet++, SimPy and JiST/SWANS. Their results disclose large differences as stated by both 

memory usage and run-time performance. They find the simulator which majorly depends on the 

specific use case is difficult in use. But if scalability is the main concern NS3, OMNeT++ and JiST are 

smart choices. By Research paper [9] they have been discussed advantages and disadvantages of 

internal structure, information about each of simulator abilities, for NS2, OMNeT++, OPNET, QualNet 

and J-Sim simulators. Also they analyzed conditions wherein simulators can be utilizes for their best 

need. Finally, they conclude about making the apt choice of network simulator established on the needs 

of researchers. NS2, OMNet++ and OPNET simulators have network visualization tool, availability of 

analysis tool and features of interaction with real systems as well of creating trace files. Additionally 

OPNet have features of Communication with other modules and Fast simulation capabilities. 
 

The focal point of research paper [10] is performance comparison of four network simulators, NS2, 

NS3, OMNet++ and GloMoSim based on the parameters of memory usage, CPU utilization, scalability 

and computational time by simulating a mobile ad hoc network routing protocol to identify an excellent 

network simulator for the research group. On the basis of simulation result they conclude that: 
 

● NS3, OMNet++ and GloMoSim are able for simulate large scale network.  
 

● NS3 is the fastest simulator in terms of computation time among NS2, NS3, OMNet++ and 

GloMoSim simulators NS2 completely utilize the CPU, but when other applications are 

executed in parallel NS2 is able to reduce CPU utilization.  
 

● NS3 shows the best execution amongst the above mentioned simulator.  
 

By researcher [10] they presented extensively used wireless network simulators like OPNET, NS-2, 

NS-3, OMNeT++, NetSim, QualNet, REAL and J-Sim, etc. obtainable in present day with their 

features such as availability, types, network impairments, support and interface for network protocol. 

From their survey, it is found that till present day no one of the researcher or author utilizes the 

potential of all the most well-liked general purpose simulators jointly for one application, so that a 

common scrutiny application. 
 

By researcher [11] they show how to use NS2simulation for scheming wireless networks and utilizing 

cryptography algorithm as to secure information. They used NS2 for the simulation of selected 

illustrative examples of wireless networks. In NS2 simulator they performed end user performance of 

wireless network consisting 35 nodes. To secure information of package transfer in communications, 

they used RC5 Cryptography algorithm. For future work they concluded that it is possible to transfer 

more secure information among nodes with the combination of two types of cryptography algorithm. 
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IV. FINDINGS 
 

By simulation studies on NS2 through simulating BLOWFISH, RC2, DES and AES algorithms on 

GARUDA Grid Network Topology, the performance has been measured. They conclude that 

utilization of cryptography algorithm at the application layer has clear impact on the network 

performance. Also it has been exhibited that haphazard changing of encryption algorithm while 

transferring the data has favorable effect on performance. The effort required to break the code by any 

interceding hacker will be changed by haphazard change of encryption algorithm and this will 

theoretically strengthen the security. 
 

[11] To show which algorithm performs better in network they have done analysis of AES, DES and 

Blowfish algorithm in other simulators like NS2, NS3, OPNET and MATLAB etc. For cryptographic 

applications in network, these simulators will give better results. 

 

By researcher [12] they have created a wireless network in OMNET++ simulator which contains a 

server as a Base Station (BS) and 5 hosts as Subscriber Stations (SS). Also based on the security 

parameters like, type of message (transmit or receive), SS (subscriber station) ID, bandwidth request 

and communication band, they have simulated AES based security model using OMNET++. 
 

While studying researcher paper [13] they suggested an encryption algorithm to attain the end-to-end 

security for an IP Multimedia Subsystem with minimum time delay. OPNET simulator is utilized to 

assess the suggested inter domain security gateways of IP Multimedia Subsystem architecture with 

encryption algorithms. Also end to end delay generated by both Advanced Encryption Standard 

(AES) and Triple Data Encryption Standards (3DES) algorithm is reckoned by simulating them in 

OPNET. The simulation result displays that Advanced Encryption Standard Cipher Block Chaining 

(AES-CBC) encryption algorithm gives a more secure period with minimum time delay. 
 

V.  CONCLUSION 
 

Our paper provides analysis of simulation tools namely: NS2, NS3, OMNet++, OPNET for network 

security algorithms. We observed that combination of the capability of commonly used simulator 

tools is not used for network security algorithm. 

 

After analyzing above mentioned simulators and researchers work on these simulators we reached to 

a conclusion that NS2 is extensively used for network security algorithms. 
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