
23 

Detection and Prevention of Denial of 

Services Attacks in MANETS 
 

Harish
1
 and Satish

2
 

1
Department of   Computer Science Engineering, Ganga Technical Campus 

Soldha, Bahadurgarh, Haryana, India. 
 

2
Department of   Computer Science and Engineering, U.I.E.T. 

M.D. University, Rohtak, Haryana, India. 
 

International Journal of Research in Computer Applications & Information Technology   

Volume 3, Issue 6, November-December, 2015, pp. 23-31  

ISSN Online: 2347-5099, Print: 2348-0009, DOA : 15112015 

© IASTER 2015, www.iaster.com 
 

 

ABSTRACT 

 

This Paper indicates denial of service (DoS) attacks and DDOS attack in COMPUTER networks. The 

objective of these attacks is to keep openness of framework organizations from their genuine clients. 

This thesis introduces an organized perspective on conceivable attack and protection instruments, 

depicts some new barrier networks, and gives new in-arrangement on selecting and assessing guard 

mechanisms. Defending against DoS attacks and its circulated structure is network and COMPUTER 

security. As exploratory controls, network and COMPUTER security are generally new. A sign of this 

is significantly COMPUTER security phrasing has not yet balanced out. COMPUTER and network 

security were initially examined in the mid 1970s, and some of these most punctual security papers 

are recorded and accessible in Denials of Service attacks are a convenient and critical examination 

point. As indicated by the CSI/FBI COMPUTER wrongdoing and security review in the United States 

for the year 2004. DoS attacks are the second most generally identified outcast attack sort in 

COMPUTER networks, instantly after infection contaminations. A COMPUTER wrongdoing and 

security review in Australia for the year 2004 gives comparative results. It is as of now impractical to 

forestall DoS attacks and DDoS in light of the fact that huge numbers of these attacks depend on 

utilizing common conventions and administrations as a part of a staggering way. A particular security 

opening in the casualty has or networks are consequently not as a matter of course required. Hence 

we can just alleviate these attacks. 

 

Keywords: DoS, DDoS, AODV, Interruption Detection Networks (IDS), RRIP, RREP, NS2. 

 

1. INTRODUCTION 

 

Denial of Service (DoS) attacks has ended up being a genuine and perpetual risk to clients, associations, 

and frameworks of the Internet. The essential objective of these attacks is to forestall access to a specific 

asset like a web server. Countless against DoS attacks have been proposed in the writing, yet none of 

them gives solid assurance. There will dependably be defenseless has in the Internet to be utilized as 

wellsprings of attack activity. It is essentially not achievable to expect every current host in the Internet 

to be ensured all around ok (in July 2005 it was evaluated that there were roughly 350 000 hosts in the 

Internet). What's more, it is exceptionally hard to dependably perceive and channel just attack 

movement without bringing on any inadvertent blow-back to authentic activity. 
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1.1 DoS Attacks in Real-Life 
 

Genuine DoS occurrences in the Internet between the years 1989 and 1995 were explored. The three 

most commonplace impacts were the accompanying: 51% of these occurrences filled a circle, 33% of 

the episodes debased network administration, and 26% of the episodes erased some basic records. A 

solitary occurrence could bring about a few sorts of harms in the meantime (the aggregate of rates is 

more than 100%). 
 

1.2 General Security Terminology  
 

The subject of this paper is identified with security in COMPUTER arranges, that is network security. 

By and large the  

 

word security can be gone before by for all intents and purposes any advantage for be ensured, for 

example, programming security and COMPUTER security. Terms identified with security don't 

lamentably have any single definition and are sometimes characterized even generally. One explanation 

behind this is COMPUTER security is still in the beginning of the order. Weight watcher Gollmann has 

portrayed well the issue with security wording Information security: A nonstop process towards sensible 

insurance of data against unapproved revelation, exchange, alteration, obliteration, or control. Data 

security does not oblige data to be prepared with COMPUTERs or to be in electronic organization. 
 

1.2.1 Computer Security  
 

A continuous procedure towards a sensibly decent version and location of unapproved activities by 

clients of a COMPUTER framework. Most existing COMPUTERs are associated with networks, so 

arrange security is essential 
 

1.2.2 Network Security 
 

A constant procedure towards meeting sensible goals of giving privacy, honesty, accessibility, and 

access for genuine clients of network assets .The distinction between COMPUTER security and 

network security has obscured as most COMPUTERs (or hosts) are associated with networks, and for 

all intents and purposes any host can be gotten to through a network similarly as sitting physically 

before it. 
 

i. Confidentiality: The property that data is not made accessible or uncovered to unapproved 

people, substances, or procedures. 

ii. Integrity: The property that information has not been changed, devastated, or lost in an 

unapproved or unintentional way. For frameworks, honesty is characterized as the quality that a 

framework has when it can perform its expected capacity in a healthy way, free from planned or 

coincidental unapproved control. 

iii. Availability: The property of a framework or a framework asset being open and usable upon 

interest by an approved element, as indicated by execution determinations for the framework. 

iv. Dependability: The capacity to convey administration that can reasonably be trusted. Finally 

some generally utilized definitions identified with security will be characterized. 

v. Vulnerability: A defect in security methods, programming, interior framework controls, or 

usage of a (data) framework that may influence the trustworthiness, classification, responsibility, 

and/or accessibility of information or administrations. 
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1.3 Research Problem 
 

Mitigating DoS attacks is troublesome particularly because of the accompanying issues. Next to no 

has been done to think about, complexity, and arrange the distinctive thoughts identified with DoS 

attacks and barriers. Thus it is hard to comprehend what a COMPUTER network client needs to do 

and why to alleviate the danger from DoS attacks. 
 

2. LITERATURE SURVEY  
 

Directing in specially appointed networks is altogether not the same as steering in conventional wired 

networks [16]. The remote medium makes it conceivable to transmit a message to any hub inside of 

the transmission scope of a sender, and element network topologies put substantial prerequisites on 

the joining qualities of directing conventions. As the name suggests, specially appointed networks can 

be utilized to build makeshift networks without authoritative intercession or a particular framework 

gadgets. Right conduct of all hubs is required, however as communicated in [2], participation is 

expected yet not authorized in versatile ad hoc networks. Indeed, even a solitary malevolent hub can 

along these lines damage directing in an entire specially appointed network. This makes specially 

appointed steering an alluring focus for foreswearing of administration (DoS) attacks. The reach 

attack depicted underneath is another DoS and it appropriated structure attack against specially 

appointed directing. It depends on changing occasionally the transmission scope of a remote hub. 

There is no compelling reason to trade off any hub in light of the fact that an aggressor just needs to 

draw sufficiently near to the reception apparatus of a hub to be utilized for the extent attack. The 

objective of this attack is to bring about successive topology changes. It is examined beneath how the 

reach attack influences application level deferrals when end-clients are downloading pages from a 

server hub. The exploration technique depends on utilizing the ns-2 network test network to gauge 

postponements of site page downloads in a little versatile ad hoc network. These deferrals are thought 

about when the accompanying three specially appointed steering conventions are utilized: The Ad hoc 

On-interest Distance-Vector (AODV) [16], the Destination Sequenced Distance-Vector (DSDV) [18], 

and the Dynamic Source Routing (DSR) [10] conventions. The objective of this examination is to 

figure out how powerless these specially appointed steering conventions are against the reach attack. 

Two cross-layer outlines are exhibited for relieving the reach attack. A cross-layer configuration 

acquaints convention layer interdependencies with enhance general network execution [12]. Generally 

convention layers are entirely isolated and can't share network status data between layers. 
 

3. SCOPE OF WORK 
 

In this exploration is to help any network client in moderating DoS attacks and DDoS in IP based 

network. This paper focuses particularly on the said territories. One ought to comprehend existing 

attack networks and accessible barrier components, and have an unpleasant thought regarding the 

advantages (best-case execution) of every safeguard instrument. One ought to recognize conceivable 

circumstance reliance of resistance instruments, and have the capacity to pick the most suitable 

protection when more than one barrier networks are accessible against a particular attack sort. 
 

One should evaluate defense mechanisms in a comprehensive way, including both advantages and 

disservices (most pessimistic scenario execution), as an assailant can misuse any shortcoming in a 

guard component. Information of these issues is important in fruitful relief of DoS and DDOS attacks. 

Without knowing how a particular resistance component functions under diverse conceivable 

conditions and what the genuine advantages and shortcomings are, it is impractical to guarantee the 

suitability of a protection instrument against a sure kind of a DoS and DDOS attack. 
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4. RESEARCH METHODOLOGY 

 

Research strategies utilized as a part of this exposition are principally taking into account reenacting 

distinctive attack situations, however estimations, numerical displaying in light of diversion 

hypothesis, and necessity detail are likewise utilized as a part of the distributions. The utilized re-look 

procedures are clarified in point of interest later in this exposition while depicting every commitment. 

 

4.1 Background 

 

Denial of Service (DoS) attacks are a more genuine risk in versatile specially appointed networks than 

in wired networks because of the intricacy, asset requirements, element net-work topology, open 

network construction modeling, and shared transmission media. The higher the many-sided quality of 

a framework, the more potential outcomes there are to be misused for attack purposes. Asset 

limitations confine the capacity to handle and withstand attacks because of restricted preparing force, 

transmission data transfer capacity, and lifetime of batteries. Element network topology puts a weight 

on directing conventions when attempting to accomplish short response and meeting times. Open 

network construction modeling and shared transmission media make it conceivable to join a network 

without a physical association. Any of these vulnerabilities can be abused in a DoS attack to anticipate 

or postpone honest to goodness access to benefits. 

 

The essential commitment here is to explore versatility of three ad hoc steering conventions against the 

constricting reach attack which is another DoS attack against specially appointed directing. The 

directing conventions are the Destination-Sequenced Distance-Vector (DSDV), the Ad hoc On-interest 

Distance-Vector (AODV), and the Dynamic Source Routing (DSR) conventions. The exploration 

network depends on utilizing the ns-2 network test network for breaking down the transmission delay in 

a little ad hoc network. One hub of this ad hoc network is utilized by a foe to do the extent attack. 

 

It is contended in this paper adequacy of DoS barrier instruments is circumstance subordinate, that is, 

distinctive safeguard components are valuable for diverse applications. The reenactment results 

demonstrate that DSDV gives the most noteworthy flexibility against the extent attack when 

applications require a short transmission defer less or equivalent to 0.1 seconds. At the point when 

applications endure a more drawn out postponement up to 2 seconds, AODV was found to give the 

most noteworthy flexibility against the extent attack. Interruption Detection Networks (IDS) can be 

utilized to distinguish DoS attacks. Solid recognition, notwithstanding, is not generally conceivable. A 

very much oversaw IDS can recognize numerous genuine attack streams (genuine positives), yet it 

will likewise miss distinguish some true blue streams as attack streams (false positives). 

 

5. PROPOSED WORK 

 

Proposed work states resistance components against DoS attacks. One extremely applicable inquiry 

that has not yet been talked about is whether it is conceivable to characterize precisely what protection 

instruments an association or a client ought to execute to mit-igate these attacks. This is basically the 

obligation of danger administration as has been underscored before in this exposition. There are, in 

any case, numerous useful issues in danger administration in accomplishing an ideal level of security. 

Other applicable inquiries not yet talked about here are identified with the dependability of results 

from reenactments and scientific displaying.  
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5.1 Subjectivity in Security 
 

 

Security is a questionable issue. At the point when there have been no security occurrences for a 

generally drawn out stretch of time, security is effectively seen to be excessively costly, and it can be 

difficult to expand the level of security against new sorts of dangers. 
 

5.2 Dynamically Changing Risks 
 

The arrangement of conceivable dangers is not static. We can't know every single conceivable danger 

to get ready against, as new vulnerabilities can be experienced any day. Existing dangers likewise 

change their seriousness. One day an issue can be delegated having a generally safe, however the 

following day it can be related a high hazard. 
 

5.3 Proposed Technique  
 

Initially a backbone network of trusted nodes is established over the ad hoc network. The source hub 

intermittently asks for one of the spine hubs for a confined (unused) IP address. At whatever point the 

hub needs to make a transmission, it not just sends a RREQ looking for destination hub additionally 

looking for the confined IP all the while. 
 

5.4 Network Model & Assumption 
 

We approach this issue by selecting a few hubs which are reliable and effective as far as battery power 

and range. These hubs which are alluded to as Backbone Nodes (BBN) will shape a Back Bone 

network and has unique capacities not at all like ordinary hubs. For the co-appointment between the 

Backbone Nodes (BBN) and the Normal Nodes, it is accepted that the network is separated into a few 

frameworks. It is accepted that the hubs, when at first enters the network is equipped for discovering 

their separate matrix areas. It is likewise expected that the quantity of ordinary hubs are more than the 

quantity of DOS/DDOS hubs anytime of time. 

 

5.4.1 Allocation of IP Address 
 

The IP address setup if there should be an occurrence of MANETs can comprehensively be 

characterized into-i.Stateless methodology ii. State full approach In the stateless methodology an 

unconfigured host must get its own IP address without anyone else's input task. This stateless 

methodology receives arbitrary location task and is trailed by copy address identification component 

to accomplish address uniqueness. Stateless methodologies don't keep any assignment. 

 

Procedure for Detection and Removal of Dos and DDoS Attack  
 

Detection Algorithm for DOS and its distributed form in MANET 
 

Step 1: Source Node (SN) sends a Request to Restricted IP (RRIP) to the Back Bone Node (BBN). 

Step 2: On receiving the Restricted IP (RIP), from the BBN it sends the RREQ for the Destination as 

well as for the RIP simultaneously and awaits for reply (RREP)  

Step 3: On receiving the RREP, each node forwarding the RREP to the sender matches the RREP 

nodes with the node entries present in the Malicious Node and Blacklist table maintained at each node 

in the network. If the nodes in the RREP do not match with the entries in the two tables then the 

RREP is forwarded towards the sender node S. 
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Removal Algorithm for DOS and its distributed form in MANET 

 

Step 1: If the RREP is received only to the Destination & not to the Restricted IP (RIP), the node 

carries out the normal functioning by transmitting the data through the route.  

Step 2: If the RREP is received for the RIP, it initiates the process of DDOS detection, by sending a 

request to the BBN to enter into promiscuous mode. 

Step 3: The BBN now starts the monitoring of the nodes in the RREP path and sends a PMODE_ON 

message to the sender node to notify that the promiscuous mode is ON for the BBN. 

Step 4: On receiving the PMODE_ON message from BBN the sender node S sends a dummy packet 

through the same route reply(RREP) for the destination D. 

Step 5 : The BBN Instruct all neighbors of Nrrep (of the node sending route reply message to S) to 

vote for the next node to which Nrrep is forwarding packets originating from S and destined to D. 

Step 6: On receiving node ids from neighbors of Nrrep, BBN elects the next node to which Nrrep is 

forwarding the packets based on reported reference counts. 

Step 7: If dummy packet is sent to the next node in the path which is the same node as the elected 

node then we replace the elected node as the Nrrep node and we verify the next node for the new 

Nrrep node with the help of neighbours of new Nrrep. 

Step 8 : If the elected node is a null node, Nrrep is itself dropping all the packets. We cross verify the 

malicious behavior of the elected node with the simultaneous dropping of dummy packet by the same 

node in the network. 

Step 9: On detection of the malicious node, its node ID is broadcasted to the remaining nodes in the 

network including the sender node.  

The other nodes in the network then append this malicious node entry in the Malicious Node table 

which is maintained at each node in the network and its count is set to 1. 

 

6. RESULT AND DISCUSSION  
 

All simulations used in this dissertation are terminating simulations with a finite time horizon. The 

duration of a simulation is thus predetermined by the total simulation time which is clearly stated in 

all simulation-based publications. 
 

6.1 Simulation Under NS2 
 

  
Fig 6.1: Creation of Nodes in NS2 FIG 6.2: Communication Setup 
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Fig 6.3: Attack of DOS and DDOS Started 
Fig 6.4: Elimination of Attack After DoS and Ddos 

in MANET 
 

6.2 Simulation Results 
 

6.2.1 E2edelay  
 

End-to-end delay or One-way delay refers to the time taken for a packet to be transmitted across 

a network from source to destination. It is a common term in IP network monitoring and differs 

from Round-Trip Time (RTT). 

dend-end= N[ dtrans+dprop+dproc] 

where, 

dend-end = end-to-end delay 

dtrans= transmission delay 
dprop= propagation delay 

dproc= processing delay 
dqueue= Queuing delay 

N= number of links (Number of routers + 1) 
 

Note: we have neglected queuing delays. Each router will have its own dtrans, dprop, dproc hence this 

formula gives a rough estimate. 
 

 

 
 

Fig 6.5: General E2E Delay 

 

Fig 6.5: E2E Delay of before Attack – during Attack – after 

Detection 

Blue line- AODV Simple , Green Line – DDoS Attack, 
Red Line – Detection ALGO 

6.2.2 Packet Delivery Ratio  
 

The ratio of the number of delivered data packet to the destination. This illustrates the level of 

delivered data to the destination. The greater value of packet delivery ratio means the better 

performance of the protocol. 

https://en.wikipedia.org/wiki/Transmission_delay
https://en.wikipedia.org/wiki/Propagation_delay
https://en.wikipedia.org/wiki/Processing_delay
https://en.wikipedia.org/wiki/Queuing_delay
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PDR =∑ Number of packet receive / ∑ Number of packet send 
 

 
Fig 6.6 : PDR of before Attack – during Attack – after Detection 

Blue line- AODV Simple ,Green Line – DDoS Attack, Red Line – Detection ALGO 
 

6.2.3 Network Throughput  
 

It is the rate of fruitful message conveyance over a correspondence channel. The information these 

messages have a place with may be conveyed over a physical or sensible connection, or it can go 

through a sure network hub. Throughput is typically measured in bits every second (piece/s or bps), and 

some of the time in information parcels every second (p/s or pps) or information bundles per time space. 

 
Fig 6.7: Throughput of before Attack – during Attack – after Detection 

Blue line- AODV Simple, Green Line – DDoS Attack, Red Line – Detection ALGO 
 

All graphs in term of output X Graph resemble the attack phase, Detection phase under DOS and 

DDoS. The above graph show better result after detection using proposed algorithm. 

 

7. CONCLUSION AND FUTURE WORK 

 

DoS attacks and conveyed DoS are a piece of a general danger administration technique for an 

association. Every association must recognize the most imperative DoS dangers, and execute a savvy 

set of resistance networks against those attack sorts bringing on the most noteworthy danger for 

business coherence. Studies and news about genuine DoS attacks show that these attacks are not just 

among the most common network security dangers, however that these attacks can likewise shut 

entire associations out of the Internet for the span of an attack. The danger from DoS attacks ought not 

along these lines be thought little of, but rather not overestimated.  
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Later on the issue from DoS attacks wills most likely increment in light of the fact that the quantity of 

hosts joined in the Internet builds, access lines get speedier, delicate product items get more 

perplexing, and security keeps on being troublesome for a common home client and even numerous 

associations. The more there are hosts in the Internet, the a greater amount of them can possibly be 

utilized for DoS purposes. Examination of diverse attack instruments. This exposition depicted the 

extent attack as another attack network against ad hoc networks. In the thesis it was not examined 

whether this new attack would be the most exceedingly awful conceivable attack instrument in any 

practical circumstance. It is intriguing to look at the adequacy of the extent attack with other attack 

networks, for example, devastating a remote hub or obstructing a reception apparatus for all time.  
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